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Welcome to ShieldApps’ Ransomware Defender

This guide is devised to lead you through the installation process and general usage of
the software. ShieldApps’ Ransomware Defender, is designed for detecting and blocking
ransomware prior to any damage. The software proactively stands guard to detect threats
and works alongside all main antiviruses and anti-malware products.

Compatibility

Ransomware Defender supports Windows versions:

A Windows™ £7windowsviss  £7 Windows7 58 Windows 8 &l Windows 8.1 g Windows10
Installation Guide

To obtain your copy of Ransomware Defender, please follow the steps below:

v Go to ShieldApps.com
v Under the “Products” menu, choose Ransomware Defender

v Click the “Download Now” button and save the product on your computer

Scans, De  :ts and Protects J
from Ran  nware Malicious Attempts!

For 549
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Installation Guide

To initiate the installation process,
double-click the downloaded file icon.
Ransomware Defender’s installation process will start promptly.

n

shieldapps.com

# ] RansomwareDefen....exe ™

Please note: before you confirm the installation process,
we urge you to read product’s terms and conditions (“End User License Agreement”)
by clicking on the relevant link, as shown below.

The installation process includes a vast ransomware database download,
and thus takes a while. Once downloaded Ransomware Defender’s database will be
up to date and provide maximum protection.

,Q‘ RANSOMWARE RANSOMWARE
- DEFENDER DEFENDER

THANK YOU FOR CHOOSING
. INSTALLATION IN PROGRESS

YOUR RANSOMWARE DEFENDER TRIAL PERIOD

Use your Ransomware Defender trial to p ter from all
malware and trojans, with maximum effective lightning f:

By clicking "Agree and Continue” you are expressing you consent to the terms and
Downloading conflicting programs information.
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Installation Guide

Once all the files are

downloaded and unpacked,

Ransomware Defender will launch

& automatically, and an installation
confirmation page will open

to confirm a successful installation.

RANSOMWARE
DEFENDER

loading, please wait ...

Ransomware Defender successful
installation

How does Ransomware Defender Work?

Ransomware Defender is designed for simplicity and ease of use

All you need to do is run the application, let it scan your PC for all threats, and then click “Clean Now™ to eliminate all found issues and threats — That's it!

1 2 3

Scan for Threats = With a fast and advanced scan algerithm Let the Scan Run — A Quick Scan should take 3 Review the Scan Results and Delete the Threats!- Review 3
Ransomware Defender he entire system with hardly any  couple of minutes. If you choose deeper scans, it the threats found by the Scan and either manually choose which

effect on CPU resources and speed. Use "Quick Scan” for a faster, might take several minutes — let the scan run its ones to delete, or simply Clean All as suggested by the

more common search process course till it's finished Recommended Action button,
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Registration

Ransomware Defender features a fully functional 30 days trial. To upgrade to a premium
account, and enjoy Ransomware Defender’s protection further, click the “Register Now”

button at the bottom of the screen.
I afecart’
DEFENDER S

Ransomware Defender Online-Only Special
*Limited Time Offer - Ends on Thursday 12th January 2017

RANSOMWARE
DEFENDER

Activate

If you have already registered your copy:

v Enter your full name

v Enter the email address you have used to register your Ransomware Defender
v Copy and paste™ your key in to the activation box

v Click “Activate”

To register your software copy and upgrade to a fully featured premium version:

v  Click the “Register” button

v Follow the registration process prompts

v Upon successful registration, a license key will be delivered to your email address
v Enter your full name

v Enter the email address you have used to register your Ransomware Defender

v Copy and paste it to the activation box

v  Click “Activate”

*Hover over the license key with holding left-click to highlight it. Click right-click
and select “Copy”. Go back to the registration box, right-click, choose “Paste”
from the menu.

Ransomware Defender Operation Manual

DEFENDER Software Innovations

RANSOMWARE ShieldApps Software Innovations. Shleld

All Rights Reserved 2012 - 2017




Overview

The Overview page displays the main information needed for
the every-day use of Ransomware Defender.

Everything from a basic scan, the software version, the number of threats detected
and prevented infections will be displayed here.

844-377-6915 Toll Free Support @ X - %

& RANSOMWARE F | MANAGE | TOOLS
- DEFENDER

Active protection:

Quick scan
Threat definitions:
Deep scan 0

1710720017

Custom scan

® | =

Last scan: 1/10/2017
Next scheduled scan: 1/16/2017

Scan

Protected you from:

Ransomware Defender 3.5.4 - PRO
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Scan

The “Scan” button in the overview window will start a scan
when clicked.

On the left side of the overview window different scan types are placed.
Pick either:

“Quick Scan”
“Deep Scan”
“Custom Scan”

844-377-6915 Toll Free Support @ *

RANSOMWARE F MANAGE | TOOLS
DEFENDER

Active protection:

Quick scan
Threat definitions:
Deep scan 0

® K%

1/10/2017
Custom scan

o
_—

Last scan: 1/10/2017

Ne~* suneduled scan: 17160 eua 7

Scan

Protected you from:

Ransomware Defender 3.5.4 - PRO
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Quick Scan

This scan will run through the system, and look for ransomware. It takes just a few
minutes before a full report to display with relevant concerts and suggested actions.

844-377-6915 Toll Free Support

RANSOMWARE
DEFENDER
SCAN IN PROGRESS

Ransomware Defender is currently scanning your computer. Other features may be used during scanning.

Scanning: C:\Users\Viktor\Desktop\Old Firefox Data\ibsbcids.default\datareportingharchived\2016-0841471960895354.596...
Risks detected: 1 Time elapsed: 07 seconds Files scanned: 209

Action To Take Risk name Riskcategory  Risk level File name

Quarantine win.Ransomware. Test RANSOMwWA . T  C:\Users\Vikior'Downloads\ransomware.test.ee

2

Ransomware Defender 3.5.4 - PRO

Once the scan is complete, a full list of threats, their name, risk level and location
on the computer will be displayed.
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To see details for any of the found threats:

v Click on a threat
v Click “Risk Details”

844-377-6915 Toll Free Support L2

'ﬁ\ RANSOMWARE
- DEFENDER

Review the information below for security risks detected and cleaned.

To delete or remove risks from Quarantine go to Manage.

Scan details Scan and clean summary

ype: Quick scan Files scanned: 27289
Duration: Issues found: 2
Definition version: 58636 Risks cleaned: -

Action To Teke  Risk name Risk category Risk level File name

Cleaning result

Quarantine  WinRansomware Test ~ RANSOMWARE @  Ci\Users\ViktoriDownloadslransomwaret.. None
Quarantine  Win.Ransomware.Test RANSOMWARE (I C'Users'Wiktor\AppDatallocal\Templcrd... None

\ 4

Risk details Unselect All Action to take for checked items

Ransomware Defender 3.5.4 - PRO

the system, while other can encrypt files on the hard drive.

Malicious software designed to restrict computer system access to the user. In order lift the restriction,
one must pay to the hacker which created the ransomware. Some ransomware simply locks

Cleaning methods are placed below. By default, if “Clean Now” button is pressed

a recommended action is taken.
To change the default settings:

v Click on the drop-down menu

v Choose between: “Recommended Action”, “Quarantine”, “Disinfect”, “Delete”

and “Ignore”.

Recommended Action
Cluarantine

Delete

lgnore
T

Pick an action and click “Done”.
The software will return
to the Overview page.
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Scan

Deep Scan

This option provides a deeper, more thorough scan of the system. Thanks to advanced
algorithms, the software is able to look into deeper levels for possible dormant threats.
This scan takes a bit longer, as each level of folders includes thousands of files

to be scanned. Once the scan is complete, the results and actions will appear.

844-377-6915 Toll Free Support @ X - %

RANSOMWARE ! MANAGE | TOOLS
DEFENDER

Active protection:

Quick scan
Threat definitions:
Deep scan . . 1/10/2017
Custom scan

® | S

Last scan: 1/10/2017
Next scheduled scan: 1/16/2017

Scan

Protected you from:

Ransomware Defender 3.5.4 - PRO
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Custom Scan
This option is devised for special scans. If some file or folder are suspected to be
infected, click “Add Folder” and that specific folder will be scanned for threats.

To create a custom scan:

v Click “Add Folder”
v Choose a folder
v Pick an action

844-377-6913 Toll Free Support @ *x - %

RANSOMWARE
DEFENDER

Scan specific folders Scan options

CUsers\Viktor'\Downloads

Remove folder | Add folder SCAN NOW

Ransomware Defender 3.5.4 - PRO

There’s no limitation on a number of files and folders that can be added. To remove
a folder from the list, check the box next to its name, and click “Remove Folder”.
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Manage

The Manage tab provides additional tools and information.
Each feature has its own page and settings.

844-377-6915 Toll Free Support e >

RANSOMWARE OVERVIEW | LANAG TOOLS
DEFENDER

Manage your history, quarantine, blocked risks, allowed risks and schedule scans of your computer

- £ i

History Quarantine Always allowed

View history report summaries or view View all items guarantined by View risks that are allowed by Active
complete history report Ransomware Defender protection and the scanner

Schedule scans Ransomware Defender updates

Schedule automated scans of the View available updates to your
computer Ransomware Defender software

Ransomware Defender 3.5.4 - PRO

Manage tab contains:

“History”
“Quarantine”
“Always Allowed”
“Scheduled Scans”

“Ransomware Defender Updates”

Ransomware Defender Operation Manual

RANSOMWARE 3 . g -
DEFENDER ShieldApps Software Innovations. Shleld PPS

Software Innovations ~
All Rights Reserved 2012 - 2017




Manage

History

This feature contains information about the history of scans and cleaning actions.
To check the details of any scan, click on the “Details” button.

Each history log can be manually removed:

v Check the box next to the log
v Click the “Delete” button

844-377-6915 Toll Free Support

; RANSOMWARE OVERVIEW | | TOOLS
DEFENDER

Manage your history, quarantine, blocked risks, allowed risks and schedule scans of your computer

History

View history report summaries or view complete history report

History files older than 30 days will be deleted Change

Start Date/Time +  Duration Scan type Run type Total risks Risks cleaned
[T 11272017 11:38:04 AM 00:10:07 Dieep scan Manual scans

[ 141212017 11:38:47 AM 08 Quick scan Manual scans
1102017 11:13:01 AM Quickscan Manual scans

Select all Delete

Definition version

Ransomware Defender 3.5.4 - PRO

To automate this operation:

RANSOMWARE
DEFENDER

Specify the length of time you want to keep

histacy fes v Click “Change” (right side of the list)
O Keep all of my history v Choose to keep the entire history
or remove anything older than

diys specified number of days

(® Delete history older than:

Ransomware Defender Operation Manual
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Manage

Quarantine

This feature holds the information about every malicious file that has been in the quarantine.

To remove it permanently, click “Delete From Computer”, to put it back to use
click “Restore From Quarantine”.

844-377-6915 Toll Free Support @

RANSOMWARE OVERVIEW | LANAG TOOLS
DEFENDER

Manage your history, quarantine, blocked risks, allowed risks and schedule scans of your computer

fn

Quarantine

The Quarantine screen displays all risks quarantined by Ransomware Defender. You can review
individual risk details, restore risks from Quarantine, or deleted quarantined risks from your
computer
Quarantined risks: Delete quarantined risks older than 30 days
Risk level Ciate added «  Mge (days)
ritippData\Local' TempiendbCC exe part
Viktor'Downloads'\ransomware test e RANSOMWARE

4

Selectall Risk details

Ransomware Defender 3.5.4 - PRO

@ — When threats are restored, the
ki~ software seeks action confirmation.
Are you sure you want to unquarantine a threat? AlSO, the software will offer to
O move to “Always Allowed" place the file inside

el the “Always Allowed” section.

Ransomware Defender Operation Manual
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Manage

Always Allowed

This section is used to list pre-approved files and prevent their scanning and detection
by Anti Malware’s engine.

844-377-6915 Toll Free Support @ % — [ % To exclude files from
g,égES:II:\:EV:;ARE OVERVIEW | E | | TOOLS being Scanned:
Manage your history, quarantine, blocked risks, allowed risks and schedule scans of your computer .
il | Sl v Click “Add” button
b < Find the file’s location
Always allowed .
v Confirm

File name Type: Date added
[ C:\sers\Viktor:Deskiop\screenshos Falder 12/30/2016

\ 4

Add Select all Delete from list

Ransomware Defender 3.5.4 - PRO

There is no limit to the list
DereNpeR and files can be added
or removed at all times.

® Allow an entire folder

C:\Program Files (x86)

Ransomware Defender Operation Manual
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Manage

Schedule Scans

This feature allows the software to be fully automated. Numerous schedules
can be created with the precisely defined time, date and type of scan.

844-377-6915 Toll Free Support @ * - %

RANSOMWARE OVERVIEW | TOOLS
DEFENDER

Manage your history, quarantine, blocked risks, allowed risks and schedule seans of your computer

®
Schedule scans

Configure and schedule automated scans

Scheduled scans Scan options

Enable/Disable

Ransomware Defender 3.5.4 - PRO

Multiple schedules are available. While the "Delete" button removes every scheduled
scan which has a checked box.

Ransomware Defender Operation Manual
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To create a scheduled scan/clean:

v Click “Add New”
v Set the time of the scan
v Pick a type of scan

RANSOMWARE
DEFEMDER
Specify the type of scan and when will be started

Enable this scheduled scan

) Quick scan (® Deep scan ) Custom scan

Custom scan settings
Start time 121400 PM &

On these days:

O monday Tuesday O wednesday

Thursday [ Friday Saturday [0 sunday

Ransomware Defender Operation Manual
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Manage

Ransomware Defender Updates

By default, Ransomware Defender is set to update everything automatically.

To check for updates manually:

v Click “Check For Ransomware Defender Updates”
v Click “Check For Newer Definitions”

844-377-6915 Toll Free Support. @ % = [ The page also displays
RANSOMWARE  OVERVIEW | MAGE | ToOLS detailed information about
DEFENDER e i
the current version of both
the software and threats
database installed

Manage your history, quarantine, blocked risks, allowed risks and schedule scans of your computer

«

Ransomware Defender updates
From here, you can control how Ransomware Defender updates itself on your computer on th e com p Ute r.

Threat Definitions Update Ransomware Defender Software

Definition version: 28636 Ransomware Defender software version:
Definition la = indate: 1 day Update status: ~ wrent version installed
Update frequ ncy:

Check for newer definitions Check for Ransomware Defender updat ...

Ransomware Defender 3.5.4 - PRO

If there are software or threat database updates, their download and installation will begin
instantly. If not, the software will display an up-to-date confirmation.

Ransomware Defender Operation Manual
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Tools

Ransomware Defender can be used for more than just virus
protection. The additional tools can improve privacy,
PC’s performance and support proper hard drive maintenance.

844-377-6915 Toll Free Support @ ¥ -

{% RANSOMWARE OVERVIEW | MANAGE |
: DEFENDER ) .

System Tools provide you the ability to view and rearrange computer settings

i X

History Cleaner Secure File Eraser

Protects your privacy by clearing out data on how Securely eliminate a file from your computer
you use your computer and erase any trace of the file

Start - Up manager

View and disable applications that run on computer
startup

Ransomware Defender 3.5.4 -
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History Cleaner

This tool searches through the usage records of your browser, allowing its complete removal.

RANSOMWARE
DEFENDER

Parsing history, please wait...

OVERVIEW |

844-377-6915 Toll Free Support e * - [

MANAGE |

System Tools provide you the ability to view and rearrange computer settings

Historiicins that can he cleaned
=

Explorer MRU
‘Windows Search
Run history

Selact all Unselect All

Ransomware Defender 3.5.4 - PRO

RANSOMWARE
DEFENDER

/

History Cleaner

Clear search and browse histories and temporary files stored by different programs on your computer

Description

Clears most recently used items from \Windows Explorer

Clears wi

Clears ru

m start menu

‘eafch history

Ransomware Defender Operation Manual
ShieldApps Software Innovations.
All Rights Reserved 2012 - 2017

At the same time,

the software looks

for temporary files created
by an application on

the system and supports
its deletion as well.

To remove potential privacy
concerns and junk files from
the hard drive,

click “Clear History”.

Check the box next to the
name of the history/program
if you wish to selectively
delete specific items.

Shield
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Secure File Eraser

This tool adds a right-click item to your standard right-click menu that allows safe deletion

of files on your computer.

844-377-6915 Toll Free Support L2}

RANSOMWARE OVERVIEW | MANAGE
DEFENDER

System Tools provide you the ability to view and rearrange computer settings

X

Secure File Eraser

Add an "Erase Files" option to your MS Windows Explorer menu to completely and securely delete files.

Perhaps you know that when you delete a file, it is not shown in Windows Explorer, but the data still exists on your hard drive and
can be retrieved with special utilities. In other w 3 re File Eraser allows you to
completely eliminate all traces of any file you delete. This comes with a i n not be retrieved with

spec ata recovery utili

If you attempting to delete a shortcut, the target file will be erased, not the shortecut.
Add an "Erase Files" option to your MS Windows Explorer menu to completely and securely delete files.

Back

Ransomware Defender 3.5.4 - PRO

Preview

Set as desktop background
Edit

Print

Rotate clockwise

Rotate counterclockwise

Open with »
3 MagicsO 3
Share with r
* o Secure delete files with Anti Malware
4 PowerdSO 3

Restore previous versions

Send to 3
Cut

Copy

Create shortcut

Delete

Rename

Properties
—

Ransomware Defender Operation Manual
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To turn on this tool:

W Check
“Add an Erase File” box
v A new option will be
added to the
right-click menu

Shield
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Start-Up Manger

This tool allows you to control which programs are launched by default upon
reboot/startup of your computer. Some software automatically add themselves to
the startup sequence and make it slower and more time consuming, so removing
those from the startup process will speed up boot time.

844-377-6913 Toll Free Support @ *x - %

RANSOMWARE OVERVIEW | MANAGE
DEFENDER

System Tools provide you the ability to view and rearrange computer settings

e

Start - Up manager
Identify specific application files and processes that run during startup. Disabling unneeded startup files and processes will
significantly improve computer boot time and lower memory footprint.

Item name Location File name

[J#4& OneDrive Registry: Current User HKEY_CURRENT_USER\Software\MicrosoftiwWindows\CurrentVersion\Run\Onelrni... ™
'a Skype Registry: Current User HEEY_CURRENT_USER:\Software\Micresoffinfindows\CurrentVersion\Run' Skype

@ Ditto Registry: Current User HKEY_CURRENT_USER:SoftwaretMicresoftivfindows\CurrentVersion\Run'Ditto

& leChromedutoLau ... Registry; Current User HEKEY_CURRENT_USER\Software\Microsoftivwindows\CurrentVersion\Run'Googl...
rivacyShield Registry: Current User HEEY_CURRENT_USER SoftwareiMicresoftiindows\CurrentVersion'Run'PCPriv...
a HOWCPL Registry: All Users HKEY_LOCAL_MACHINE\Software\Microsoftwindows\CurrentVersion\FuntRTHD... o

Apply

2

Ransomware Defender 3.5.4 - PRO

To pick which software will start alongside with the system:

v Click “Scan”

v Check the boxes of the applications you do want launched upon reboot,
and uncheck the ones you want excluded

v Click “Apply”

Ransomware Defender Operation Manual
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Settings

Each of the software’s option can be tweaked, changed or adjusted
from within the settings menu. Some additional tools are also

available in this menu.

General
Standard settings, definitions update and language (11 different) are adjusted here.

RANSOMWARE
DEFENDER General

From here, you can adjust various settings and options that control
how Ransomware Defender connects to the internet and updates itself

Threat definitions updates:

Ransomware Defender will check for newer threat
definitions:

[J Always check for newer definitions when the Ransomware Defender service starts

Select the preferred language:

Ransomware Defender Operation Manual
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Settings

Scan Options

This tab contains the ransomware scan settings and preferences. Scan areas, type of files
and extensions that are scanned are all defined in this tab.

Active protection allows
RANSOMWARE .
DEFENDER General Scan options real-ﬁme noﬁﬁcaﬁons in

Selection of scan profile and targets to scan and how to manage found threats

Enable active protection a form Of a prompt
O Al files (® Use extension list i WlndOW every time a new
threat is found.

Action on detection:
O Automatically take action Action To Take:

[ Exclude removable media (e.g. USB):
Scan USE drives on insertion

&S|

Scan inside of archives Scan PDF files

Block encrypted files Scan HTML files
Scan emails Scan SWF files
Scan Installer packages Enable algorithmic detection

Block broken executables Enable VBA macro detection

OO0 O &
BEOOOX

Enable Phishing detection Scan using smart algorithm

Restore Defaults K Cancel Apply

Once the threat is found the software offers

RANSOMWARE A el .
DEFENDER ; a few Optlons:

“ »”
Aknown bad file was blocked from opening A4 Delete

: _ v “Quarantine”
Clsers\Viktor\AppDatatLocal\Temp\t6Pva 1HD. exe. part

v “lgnore”

§ ooee

Ransomware Defender Operation Manual
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Settings

Active protection can be standard for all the files on the computer,
but it can also be specified for the type of files which will
be closely monitored.

RANSOMWARE
DEFEMDER

A AP File Extensions (Advanced)

Files with these extensions are monitored by AP. Uncheck any
extension you wish to be ignored. Use "Add" for additional
extensions you want monitored.

Mew Extension:

Add
Delete

Defaults

KR EEEEEEAEEE

[<]

To extend or reduce the list of files that are scanned:

v Check “Use Extension List”
v Open “Extensions” menu
v Check on uncheck extensions for scanning

Ransomware Defender Operation Manual
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Uninstall

To remove the software from the PC:

Go to Windows Control Panel
Locate “Programs” — “Uninstall a Program”

Locate Ransomware Defender

Click “Uninstall”

5 » Control Panel »

Adjust your computer’s settings Viewby: Category =

User Accounts and Family Safety
% Add or remove user accounts
@ controlsfor any user

2
cnll ormegroup and sharing aption _ -
/ nd S o wninstall  pogen wer A e
3 vid ices and prir T e
Ad L z r @
Hee Uninstall thisj = ™=
=3 Programs . BB
¢ e wibust ware Defender 11
L! 1‘-‘ Uninstall s program o y 1
92 Visual C++ 2013 Redistr’ 1=
Hame “alC++ 2013Re”, ™
© Ransomware Defender i i
T Microsoft Visual C++ 201

5 Microsoft Visual C++ 207
& Google Chrome

®]

Once the uninstall is complete a confirmation page will open.

@ Shield Apps

Ransomware Defender is now
completely removed!

Ransomware Defender Operation Manual
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Help & Support

If there’s anything our team can help you with or there is something you don’t understand,
you can always click the “Help” button. It will instantly take you to our FAQ page where you
can look up anything that might be confusing you. If this doesn’t help, you can contact us
24/7 through our email center on the support page, or by calling us directly using the number
in the software.

844-377-6915 Toll Free

\ TOOLS

Ransomware Defender Support

Please browse the frequently asked questions below. If you do not find the answer
to your question - please contact us via the form below.

Installing Ransomware Defender
To properly install Ransomware Defender please follow the steps below.
I. Download Ransomware Defender. If prompted by the browser, click on the download confirmation.

2. After the download is complete, click on the downloaded file shortcut

3. Confirm the installation process by clicking on the "Yes" button.

Ransomware Defender Operation Manual
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